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April 3, 2025

Honorable Jason Plummer
Ilinois State Senate

Re:IL SB 2364
Dear Senator Plummer,

We, the undersigned, represent the commercial drone industry in the United States. We are
committed to promoting the commercial drone industry and ensuring the residents of Illinois
receive the many benefits drone operations will bestow on individuals and businesses. In
reviewing the proposed UAS Security Act, Senate bill 2364, we note that it is primarily
directed to the use of drones by government agencies. Section 50, however, would apply to
providers of “flight mapping software” and drone operators flying without such software.
While well-intentioned, section 50 raises several concerns.

Subsection (a) would require the Illinois Department of Transportation to identify geographic
coordinates of “sensitive locations” for the purpose of prohibiting drone operations over
sensitive locations. The bill would not directly prohibit such operations. Rather, subsection
(b) would require providers of flight mapping software to geofence sensitive locations to
prevent drone overflights and subsection (c) would make it unlawful for a flight mapping



provider to allow a user to fly over sensitive locations. Subsection (d) would make it a
misdemeanor for a drone to fly over a sensitive location without flight mapping software. We
believe section 50 is likely preempted by federal law, as it would conflict with a Federal
Aviation Administration (FAA) rule soon to be published and would impose an equipage
requirement on drones that only the FAA has authority to impose.

Congress directed the FAA to develop a rule by which owners and operators of certain critical
infrastructure fixed-site facilities may seek a designation by the FAA that would impose
restrictions on drone flights over and in the near vicinity of the facility. A proposed rule is
expected to be published soon. The FAA rule will apply to all covered facilities in the United
States, preempting state laws addressing the same matter by authority of the Supremacy
Clause of the Constitution of the United States.

In the Federal Aviation Act of 1958, Congress granted plenary authority to the FAA to regulate
the safety and efficiency of operations in the national airspace system. As the FAA has
recently confirmed, the federal government has exclusive authority over flight paths, routes,
and the altitude of drone operations, as well as the design, production, and maintenance of
drones, including the technology and equipment required to be installed on drones. Given
the FAA's exclusive authority over aviation safety, neither Illinois nor any other state may
impose such an equipage requirement as it would conflict with the FAA’s regulatory
framework for drones.

Subsection (d), which would restrict drone flights over sensitive locations without using flight
mapping software, intrudes on the FAA’s authority over flight paths and routes. Subsection
(d) is also objectionable because it would impose a criminal sanction without any mens rea
or scienter requirement, such as intent, willfulness, or knowledge.

Commercial drone flights are conducted by responsible operators that comply with strict
safety regulations. As a general matter, a commercial drone flight does not pose a security
risk by simply traversing the airspace above a “sensitive” location without remaining or
hovering above or engaging in any misconduct. As explained, Congress has directed the FAA
to adopt a rule to address the risks certain drone flights may pose over critical infrastructure
facilities. Accordingly, the commercial drone industry respectfully requests that section 50
be removed from SB 2634 in deference to the FAA’s exclusive role in this area and the
forthcoming FAA rule.

We are available to discuss our recommendations. Thank you for your consideration.
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