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The undersigned organizations submit the following comments in support of the
recommendations submitted in this docket by Mr. Gabriel Cox, Chair of the ASTM Remote ID
Working Group (Working Group), to revise three additions the FAA made to its acceptance of the
ASTM Remote ID Means of Compliance (“MOC”). FAA Docket N0.2022-0859, 87 Fed. Reg. 49520
(Aug. 11, 2022). Our organizations fully support fully the ASTM Remote ID MOC. We also
appreciate the FAA’s exercise of enforcement discretion not to penalize drone manufacturers for
failing meet the September 16, 2022, compliance deadline in consideration of the late date of
the FAA’s acceptance of the ASTM Remote ID MOC and the Working Group concerns with the
three additions relating to the tamper-resistance requirements in 14 C.F.R. 89.310(d) and
89.320(d). See FAA Docket No. 2019-1100, 87 Fed. Reg. 55685 (Sept. 12, 2022)

Of the three FAA additions to its acceptance of the ASTM Remote ID MOC, we focus our
comments on the first addition:

The remote identification system shall protect the part 89-required broadcasted message
from being altered or disabled by any person.

We support the Working Group recommendation to revise the first addition to read as follows:

The remote identification system manufacturer shall follow a software development and
update process to protect the part 89-required broadcasted message from being disabled
or altered by any person in a manner intended to cause non-compliance to this MOC.

We concur with this recommendation for the reasons offered by the Working Group:

1. The requirement as written would be very difficult for a manufacturer to clearly declare
strict compliance since the language inherently includes the system protecting itself from
changes by the manufacturer (as the manufacturer would be included in the term “any
person”). Modern electronics generally need to be updatable by the manufacturer for
bug-fixes and improvements, and under the addition as written such an improvement
would be an impermissible alteration.

2. This requirement could break this model for those who attempt to strictly adhere to it.
However, the manufacturer can create a development and update process that can
assure the updates going to the UAS are compliant.

3. Therefore, we support the Working Group’s suggested revision to focus more on the
process rather than the system itself -- notwithstanding that the MOC already has
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protection measures and take-off prevention measures, which also ensures compliance —
and be tethered to whether it causes non-compliance with the MOC, as additions 2 and
3 are written.

As to additions 2 and 3, our organizations support the suggested revisions for the reasons offered
in the comments submitted by the Chair of the ASTM Remote ID Working Group.
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