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The Small UAV Coalition' (“Coalition” ) is pleased to provide comments in response to the request
for comments on the advanced notice of proposed rulemaking (“ANPRM?”) regarding information
and communications technology and services (“ICTS”) that are designed, developed,
manufactures, or supplied by persons owned by, controlled by, or subject to the jurisdiction or
direction of certain designated foreign countries in Executive Order 13873 (“Securing the
Information and Communications Technology and Services Supply Chain”) and that are integral
to connected vehicles. 89 Fed. Reg. 15066 (Mar. 1, 2024).

The ANPRM seeks comment on the definition of “connective vehicle.” Its discussion (as well as
the rest of the ANPRM) is confined to automobiles. “BIS could define a connected vehicle an
automotive vehicle that integrates onboard networked hardware and with automotive software
systems to communicate via dedicated short-range communication, cellular telecommunications
connectivity, satellite communication, or other wireless spectrum connectivity with any other
network or device.” 89 Fed. Reg. at 15068. The ANPRM makes no reference to
unmanned/uncrewed aircraft systems (“UAS” or “drones”). The connected vehicle definition
should be precisely and narrowly tailored to address the threats under consideration while avoiding
unintended consequences that could hurt domestic companies and the supply chains upon which
they rely. Any regulatory impact analysis must consider both costs and benefits of the proposed
rule, including as it relates to vehicular safety, as well as the costs and availability of alternative
sources for components and subcomponents.

I Members of the Small UAV Coalition are listed at www.smalluavcoalition.org.




The concern of Executive Order 13873, as restated in the ANPRM, is that the incorporation of
ICTS products and services from persons controlled by or under the jurisdiction of certain
countries, such as the People’s Republic of China, “can offer a direct entry point to sensitive U.S.
technology and data and bypass measures intended to protect U.S. persons’ safety and security.”
The risk that BIS is targeting in its ANPRM is similar to that posed by information transferred
during cell phone usage, so BIS should reference existing models and standards that address this
activity. BIS should evaluate whether these existing rules would sufficiently safeguard agdinst the
risk discussed in this ANPRM, and if BIS decides to still promulgate a new regulation, it should
build upon this precedent. The process BIS proposes for determining covered equipment to be
prohibited should allow for risk mitigation solutions, such as adherence to existing cybersecurity
standards, to be considered, particularly with respect to non-security components.

The Coalition takes no position on whether the definition of “connected vehicle” should include
drones that otherwise might fit the definition eventually adopted in this proceeding. Any new
regulations should be tailored to the risk profile and take great care in the process of determining
which components constitute an undue or unacceptable threat or should otherwise be prohibited.
Any new regulations should also consider if there can be sufficient manufacturing process
mitigations to address undue or unacceptable threats posed by such components that could be
utilized when there is no reasonable alternative supplier of such components. Even small changes
from foreign to domestically manufactured components could change type certification processes
with the FAA and cause significant disruptions.

If BIS decides to include drones in a new term such as connected vehicles, BIS should examine
the interplay between the American Security Drone Act, which was enacted last December as part
of the NDAA. Much of the work around what constitutes a covered component and what would
be subject to prohibition is being done as NDAA provisions are being implemented. This involves
the Consolidated Screening List, to which the Department of Commerce contributes. In the event
that BIS is contemplating including drones in the definition of connected vehicles, it would be
beneficial to engage with the drone industry and build upon these processes and precedents. That
would afford the UAS industry and the national security community an opportunity to provide
feedback on the factors that may or may not warrant the inclusion of certain drone models in the
protections adopted to protect U.S. persons from identified risks from connected vehicles.
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